
Factsheet – Mobile Strong Customer Authentication (SCA) 

A customer mobile authentication solution assuring  

safety and convenience for open banking compliance

Mobile Strong Customer Authentication app combines the world’s best user 
experience and security practices to provide financial institutions a solution 
that is both safe and effective for business and customers’ payments. 

Open banking regulations require stronger 
fraud prevention checks to be performed 
by financial institutions. This requirement 
can be resolved using Strong Customer 
Authentication (SCA). The SCA includes 
multiple layers of authentication on behalf 
of a customer initiating electronic payments 
and granting access to accounts’ data. 

To perform activities via remote channels, 
these requirements mean banks must 
enhance the end-user authentication 

“ 
Nexpay strives to ensure customer 
excellence in both security, 
reliability and convenience, which 
is why we chose to partner with 
Salt Edge, whose Mobile Strong 
Customer Authentication app is the 
best solution on the market to fit 
our high requirements regarding 
strong customer authentication.”
Uldis Teraudkalns
CEO, Nexpay

procedures with any two out of three SCA’s 
elements, including knowledge, possession 
and inherence. Within the EU and UK, 
dynamic linking is an additional obligation 
for payment initiation, responsible for 
transaction security, integrity, and reliance. 

Mobile Strong Customer Authentication 
solution combines best user experience 
and security practices to provide financial 
institutions with a safe and effective 
payments solution. 

SCA solution interface shown above
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How it works

Salt Edge has developed the stand-alone Mobile Strong 
Customer Authentication (Mobile SCA) application to 
handle dynamic linking and meet the strong customer 
authentication requirements, available for iOS and 
Android. The solution adds an additional security layer, 
simplifying the access to financial institution’s digital 
channels, granting a user-friendly authentication and 
authorization process. The Mobile SCA can be used 
as a second authentication factor to login into web-
banking, to authorize payments initiated both from 
third party provider’s app or banks’ web-banking, to 
confirm the consent granting for 90 days for automatic 
identification system flows, and much more.  

The app supports all three SCA elements mentioned in 
Regulatory Technical Standard including possession, 
inherence, and knowledge. In all three cases the user is 

able to approve or deny the relevant action. Salt Edge 
Mobile SCA combines the world’s best user experience 
and security practices to offer banks a solution that 
makes payments experience better and safer.  

Simple integration of Salt Edge’s solution into an 
existing application ensures a seamless process. 
The solution provides many features both essential 
and valuable when using open banking. Configurable 
for client’s risk policy needs, the solution provides 
full transparency of displayed information including 
payment fees, customization in accordance to the 
client’s branding, and adaptability to any language. 
It is also able to provide authentication without a 
password, instant action via QR code and  consent 
management. The solution is pre-integrated with 
Finastra’s Fusion Essence and Fusion Equation for 
easier implementation and faster deployment. 

Why Mobile SCA? 

Decoupled authentication to comply with all the 
SCA requirements and handle dynamic linking.

Simple integration of Mobile Software Development 
Kits (SDK) into any existing application.

Value added features including authentication without 
a password, instant action via QR code, consent 
management and customization using client branding. 

Enable web login action and the process of linking 
the bank account to a TPP application when accessing 
the payment accounts online. 

Full transparency and control of displayed 
information, including payment fees.

The solution is applied when accessing a payment 
online, initiating an electronic payment transaction 
or performing any action through a remote channel 
that may imply fraud risk. 

Used by Payment Service User (PSU) to verify all 
payment details such as beneficiary, payment amount, 
exchange rate and applied fees as well as to authorize 
the payment in case all details are correct.  
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Improve user experience 

Minimize risk 

Seamless integration 

Enhance digital security

The solution provides a range of business applicability 
and a flawless user experience to make banking simple 
and easy. Leverage the value-added features, including 
authentication without a password, instant action via 
QR code, consent management and customization 
using client branding. 

Security mechanisms for improved transaction risk 
analysis and fraud risk reduction can lower the banking 
risks associated with online payments. Configurable 
for client’s risk policy needs, the solution provides full 
transparency of displayed information including payment 
fees, customization in accordance with the client’s 
branding, and adaptability to any language.

Multiple implementation models to choose from 
enables bespoke customization and easy integration 
to existing applications. The solution is pre-integrated 
with Finastra’s Fusion Essence and Fusion Equation  
for easier implementation and faster deployment. 

The solution adds an additional security layer, 
simplifying the access to financial institution’s digital 
channels, granting a user-friendly authentication and 
authorization process. It can be used as a second 
authentication factor to login into web-banking, 
to authorize payments, to confirm the automatic 
identification consent, and much more.  

Key benefitsPerfect match between 
safety and convenience. 
The solution adds an 
additional security layer, 
simplifying the access to 
banks’ and EMIs’ digital 
channels, and grants 
a user-friendly action 
authorization process.

Contact us 

http://www.finastra.com/
http://
https://store.fusionfabric.cloud/
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